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H1gh Level Assessment

New POS Network Pte. Ltd engaged with Nettitude in July 2021 in order to assess the overall
security posture of their internal CRM Web Application. In August 2021, Nettitude were
asked to review the remediation effort against the initially identified vulnerabilities.

Based on New POS Network Pte. Ltd’'s risk profile, primary security concerns and the
vulnerabilities, Nettitude have found the initial overall security posture to require immediate
attention. This has since been adjusted to an overall security posture to be strong.

Nettitude were able to:

Overall Security Posture

e Observe strong use of multi-factor STRONG

authentication.
e |dentify outdated JavaScript libraries.
e |dentify session timeout i1ssue.

Vulnerabilities by Severity

Critical o
High o

Medium o

Constraints and Limitations
No limitations were encountered during the engagement.
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